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Fundamentally, inherently observable events in Cyber-Physical Systems with the tight
coupling between cyber and physical components can result in a confidentiality
violation. By observing how the physical elements react to cyber commands,
adversaries can identify critical links in the system and force the cyber control
algorithm to make erroneous decisions. This presentation describes recent advances
in developing a theory of information flow security specifically geared towards
preserving the event confidentiality in Cyber-Physical Systems. The far-reaching
objective of this research is to develop a science of self-obfuscating systems based
on the composition of simple building blocks. A model of Nondeducibility composes the
building blocks under Information Flow Security Properties. To this end, this work
presents fundamental theories on external observability for basic regular networks and
the novel concept of “event compensation” that can enforce Information Flow Security
Properties at runtime.
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