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Abstract:

Secure Time-Aware Provenance is a novel approach that provides the capability to “explain” the
existence (or change) of a certain distributed system state at a given time in a potentially adversarial
environment. In this talk, I first present efficient query processing techniques for efficiently
maintaining and querying provenance in a distributed fashion. I next propose enhancements to the
provenance model, in order to explicitly represent time and state changes. The enhanced model allows
consistent and complete explanations of system state (and changes) in dynamic and distributed
environments. Finally, I describe security extensions that allow operators to reliably query provenance
information in adversarial environments. Our extensions incorporate tamper-evident properties which
provide the guarantee that operators can eventually detect the presence of compromised nodes that lie or
falsely implicate correct nodes.
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